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Instructions
Setup / Reset DB

Brute Force
Command Injection
CSRF

File Inclusion

File Upload
Insecure CAPTCHA
SQL Injection

SQL Injection (Blind)
Weak Session IDs
XSS (DOM)

XSS (Reflected)
XSS (Stored)

DVWA Security
PHP Info

Welcome to Damn Vulnerable Web Application!

Damn Vulnerable Web Application (DYWA) is 2 PHP/MySQL web application that is damn vulnerable. Its main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, halp web
developers better understand the processes of securing web applications and 1o aid both students & teachers to
learn about web application security in a controlled class room enviranment.

The aim of DVWA is to practice some of the most common web vulnerabilities, with various levels of
difficultly, with a simple straighfforward interface.

General Instructions

Itis up to the user how they approach DVWA. Either by working through ewery madule at a fixad level, or
selecting any module and working up to reach the highest level they can before moving onto the next one. There
is not a fixed abject to complete a module; however users should feel that they have succassfully exploited the
system as best as they possible could by using that particular vulnerability.

Please note, there are both documented and undocumented vulnerability with this software, This is
intentional. You are encouraged to try and discover as many issues as possible.

DVWA also includes a Web Application Firewall (WAF), PHPIDS, which can be enabled at any stage to further
increase the difficulty. This will demonstrate how adding another layer of security may block certain malicious
actions. Note, there are also various public methods at bypassing these protections (sa this can be seen as an
extension for more advanced users)!

There is a help button at the bottom of each page, which allows you to view hints & tips for that vulnerability.
There are also additional links for further background reading, which relates to that security issue.

WARNING!
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